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public sector interoperable services
to Europe’s businesses (B) and citi-
zens (C). The aim of IDABC being to
contribute toward Europe’s becom-
ing an attractive place to live, work
and invest.

One of the milestones for IDABC
is TESTA network (Trans-European
Services for Telematics between
Administrations)  which is the
European Community’s  private (not
connected to the public Internet)
computer network  that provides a
controlled Europe-wide communica-
tion  environment for public admin-
istrations such as the National
Networks of EU Member States,
EU Institutions and EU Agencies. 

The TESTA is fully encrypted
network with most sites employing
dual encryptors and routers in
Mission Critical configuration to
provide high site resiliency.

TESTA allows officials from vari-
ous ministries and administrations
to communicate at the trans-
European level in a safe, reliable
and quick way. When Lithuania was

Electronic data exchange among
administrations is of vital impor-
tance today in supporting such areas
of EU policy as health care, immi-
gration, the environment, civil de-
fence, ecology, statistics, law enforce-
ment and security, licensing, energy,
trade quotas, transport, structural
funds, etc. Since 1996, these tasks
have been successfully handled by
the European Commission’s (EC)
IDA (Interchange of Data between
Administrations) programme. There
is now a prolongation of IDA – a new
programme IDABC, which covers
the period from 2005 until 2009. ID-
ABC focuses not only on the tradi-
tional delivery of European E-gov-
ernment services from public admin-
istration to public administrations
(A2A), but also on the delivery of
such services to businesses (A2B)
and to citizens (A2C). 

The IDABC programme makes
use of opportunities that are offered
by information and communications
technologies (ICT) to encourage and
support the delivery of cross-border
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The benefits of the EUís internal market for the citizens and businesses have been
widely recognised. Europeans are free to live, study, work or retire anywhere in
the EU, consumers are offered a wider range of products, and businesses are in-
creasingly reaching out to more and more remote markets. On the other hand,
management of this EUís internal market means that national governments face
an increased need to exchange information amongst themselves, with the
European Commission and with other institutions and agencies within the EU. 
The Secure State Data Communications Network in Lithuania is described in
this article.
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negotiating for EU membership, it
promised to perform specific tasks
related to the electronic interchange
of administrative data between EU
governments, also agreeing to devel-
op a national network which is simi-
lar to TESTA.   The name of an ana-
logue of the TESTA network in
Lithuania is a Secure State Data
Communication Network (SSDCN).

HISTORY AND GENERAL
CHARACTERISTICS OF 
THE SSDCN

Lithuania’s State Institutions
Computer Network (VIKT) was first
created in 1994-1998 in accordance
with the government’s “Lithuania
2000” programme. From the very be-
ginning, the network has been devel-
oped and administered by a govern-
ment enterprise, Infostruktura,
which is Lithuania’s oldest Internet
service provider. Back in 1994 the
VIKT network received support from
the EU’s Baltic Information In-
frastructure Project – the first com-
mon governmental ICT project in
Lithuania, Latvia and Estonia.

By 1998, the VIKT network had
reached all of Lithuania’s adminis-
trative regional centres (Figure 1),
and today it serves more than 100
public bodies, including Parliament,
the President’s office, the Cabinet of
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Ministers, individual ministries and
departments, county administra-
tions, local communities, state tax
offices, etc.

By 2001, the Lithuania’s ICT sys-
tems required more secure commu-
nications among administrations in
the country, and given that
Lithuania was preparing to join the
EU, the government approved
launch of SSDCN on the basis of the
VIKT Network. The first encrypted
VPN channels were installed for
governmental needs in 2002. By the
end of 2003, the government had de-
cided that the Ministry of Interior
would be its authorised representa-
tive in the EU IDA programme and
that the role of the National
Network in the IDA programme
would be performed by the SSDCN,
administered by Infostruktura.

January 24, 2005, was the date
when the first agreement on EU
Structural Fund financing for
Information Society development in
Lithuania was concluded. The fund-
ing Support was allocated for a pro-
ject called “Creation of the Backbone
for the Secure State Data
Communications Network,” which
financing of EUR 4.7 million be-
tween 2005 and 2007 in all. The pro-
ject will be implemented by
Infostruktura with the partner  –

the Informatics and Communi-
cations Department of the Ministry
of Interior.  The principal task of this
project is to develop the backbone
network for the SSDCN which cov-
ers the entire territory of Lithuania
(Figure 2).

The backbone network of the 
SSDCN consists of 5 ring network
nodes and additional nodes, connect-
ed with digital lines of high-speed
throughput. The ring nodes in the
network are connected in a way
which ensures maximum reliability,
ensuring alternative routes among
the access points of the network’s
backbone section.  The communica-
tion and security equipment of SSD-
CN is administrated by Infostruk-
tura, the communications lines for
SSDCN is leased from a telecom
market in Lithuania.  

The SSDCN’s backbone central
part in Vilnius was connected to the
EC’s TESTA network in March 2004,
thus bringing together the networks
of 30 EU national administrations,
22 EC institutions and 21 EC agen-
cies.

PRINCIPAL OBJECTIVES
The principal objectives of the SS-

DCN project are the following:
1) To develop a secure and closed

data communications infrastructure
which satisfies Lithuania’s security
requirements for public administra-
tions in terms of encrypted data
transmission for classified (up to lev-
el “restricted”) and for non-classified
information, as well as the IDABC
TESTA network’s requirements for
EU communications. 

2) To reduce the expenses which
Lithuania’s public authorities face
when it comes to electronic data
communications services and data
protection measures.

ANTICIPATED OUTCOMES
The key outcome of the project is

the development of the pan-
Lithuanian SSDCN network. There
are two segments – Vilnius
(METRO) and the regions segment
of SSDCN in the Country. The
Vilnius city’s METRO section will in-
clude communications units that are
interconnected by fibre optic commu-Figure 1. The VIKT network
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nications lines, which throughput
speed in the Vilnius segment of as
much as 1 Gb/s. More than 80 major
state institutions will be hooked up
to the Vilnius segment via fibre-optic
communications lines. The regional
segment, for its part, will intercon-
nect all administrative regional and
counties centres in Lithuania. The
central part of the backbone ring
network will be composed of the
units which are located in five major
Lithuanian towns. They’ll be con-
nected in a circle which provides for
communications at a speed of 100
Mb/s. Aggregation-level communica-
tions nodes will be made operational
in all towns of regional and adminis-
trative centres. They will be avail-
able for the direct connection of pub-
lic authorities in such areas. 

The data centre in Vilnius will
satisfy the most stringent security
requirements and will host the
SSDCN’s servers, including servers
of same public institutions. The
backbone network of the SSDCN has
been certified to communicate infor-
mation that is classified as “restrict-
ed” in accordance with Lithuania’s
law on state service and secrets. By
2007, the same nodes of the network
will also satisfy requirements for
transmitting information that is
classified as “confidential.” 

SECURITY
The SSDCN will be implemented

in accordance with laws and regula-
tions which cover a number of net-
work security aspects:

• Confidentiality: The feature of
SSDCN to maintain the confidential-
ity level of information that is indi-
cated and defined by the owner of
the data.  SSDCN must operate the
applications in respect of which it is
essential that their data/information
and programs remain confidential.

• Availability: the feature of SSD-
CN to provide services always when
consumers need them. SSDCN must
operate applications for which only
the minimum amount of down time
can be tolerated.

• Integrity: the feature of SSDCN
to be operational without interrup-
tions caused by unauthorised access,
faults or interference.  SSDCN must

to SSDCN. The security regulations
are defined in the following legal
acts:

• Council Decision of March 19,
2001, adopting security regulations
2001/264/EC, effective as of De-
cember 1, 2001, and implemented by
Lithuania’s law on state service and
secrets, which came into force on
May 1, 2004;

• Commission Regulation of
November 29, 2001, 2001/844/EC,
amending the European Commis-
sion’s internal procedural rules;

• The Security Requirements
Statement for the IDA Com-
munication Platform, Draft 0.2,
October 19, 2001.

Data communications security
measures that are to be instituted
by the EU’s administrations and
member states were defined in a
memorandum of understanding be-
tween the European Community
and the member states – “Quality
and Security Requirements for the
Connection to the TESTA Network
within the Framework of the IDA
Programme”. This agreement was
signed by the EC’s Enterprise and
Industry Directorate General and
Infostruktura in January 2005.

SECURITY ZONES
Government institutions and

their networks will be connected to

operate applications in respect of
which it is essential that their da-
ta/information and programs are
correct and unaltered.

• Non-repudiation: feature of SS-
DCM by which the sender of data is
provided with proof of delivery and
the recipient is assured of the
sender’s identity, so that neither can
later deny having processed the da-
ta.

The safety of the SSDCN is based
on experience gained in EU and NA-
TO member states, where informa-
tion security management standards
have been established. There are al-
so the practical experience of the
TESTA and sTESTA networks ap-
plied. Network security will be en-
sured through a multi-layer strategy
which ensures prevention, strict re-
striction, detection, incident man-
agement, and operation restoration
processes and measures. In order to
develop further information safety
measures and to adapt them to ever-
changing requirements related to
the data communications - needs of
public institutions, Infostruktura is
planning to introduce an informa-
tion security management system
which is to be certified in accordance
with the BS7799 standard.

The EU’s security policies in the
public sector and their legal and or-
ganisational aspects will be applied

Figure 2. The backbone network
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the National Network through a SS-
DCN gateway that will be installed
at the various institutions and con-
nected to the backbone network’s at
the nearest communications nodes.
This arrangement is identical to the
EuroGateway concept that is used in
the TESTA network’s IDA (BC) pro-
gramme.

The purpose the SSDCN gateway
is to ensure network address trans-
lation at the institution and the net-
work level, encryption of transmit-
ted data, firewall functions, etc. The
SSDCN gateway sets out the bound-
ary of responsibility for data trans-
mitted between the institutional net-
work and that of the SSDCN. One
gateway is to be installed for each in-
dividual institution.

The required data security level
within the SSDCN is ensured by
defining individual zones of the net-
work that are used to transmit infor-
mation at different security levels.
This involves data encryption and

OVERVIEW

identification of participants in the
data exchange transactions. Re-
gulations on data transmission from
one network zone to another are de-
fined within the firewall platform
which connects separate zones of
the network. The data transmission
operations are monitored at the SS-
DCN security management centre.

Overall data communications se-
curity is ensured not only by SSDCN
measures, but also by tools used in
each individual network of institu-
tions participating in the data
transmission process. Minimal re-
quirements for institutional net-
works that are connected to the sys-
tem are defined in “Technical
Requirements for Connection to the
Secure State Data Communication
Network, 2005” and “Security
Requirements for Connection to the
State Data Communication
Network, 2005.”

There are four main SSDCN
zones (Figure 3):

SSDCN-K is the zone which has
the highest security level, designed
for transmission of confidential in-
formation in SSDCN.   Only this
zone can operate with classified in-
formation “CONFIDENTIAL”. It is
no possibilities to transmit the infor-
mation from this zone to another SS-
DCN zone. SSDCN-R is the zone to
transmit the classified information
at the level “restricted”, and to
transfer the non-classified   informa-
tion between public administrations. 

SSDCN-E zone (Extranet area) is
used for exchange of information
among public institutions and pri-
vate companies, whose are imple-
menting same authorized govern-
mental functions (for example such
as notary offices or state registers).

SSDCN-D (known as the “demili-
tarised zone” – DMZ) is the area,
which is freely accessible from the
public internet and in which admin-
istrative websites and portals are lo-
cated. Its backup copy is stored on a

Figure 3. Four main SSDCN security zones
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mandatory basis in other SSDCN
zones.

These are the services which are
delivered via the SSDCN:

• Secure and encrypted data com-
munications among Lithuania’s go-
vernmental institutions;

• Connection to the IDABC
Programme’s networks for data in-
terchange among EU administra-
tions;

• Secure communications with
non-administration organisations
and citizens;

• Secure E-mail relay services for
closed user groups;

• Secure hosting of workstations,
information databases and portals;

• Delivery of classified informa-
tion to authorised users in Lithuania
and the EU.

BENEFITS OF THE SSDCN
The IDA programme is not static.

It has constantly been changed and
developed in line with new policy
priorities. Between 1996 and 2004,
the programme significantly con-
tributed to the efficient management
of the EU’s internal market and the
implementation of various policies.
It is now of considerable help when
EU member states prepare to imple-
ment the acquis communautaire and
integration functions. Traditionally,
the IDA programme has been fo-
cused on internal cross-border ad-
ministrative matters, although a sig-
nificant majority of residents in the
EU’s member states, and particular-
ly the new ones, may be unaware of
these achievements.

The cost-benefit ratio of the cen-
tralised and trans-European IDA
TESTA network was assessed in
2003 by the Swedish company
TietoEnator at the request of the
European Commission. The compa-
ny made use of the IDA Value of
Investments (VOI) methodology (see
Cost & Benefit Analysis of TESTA,
Brussels, 2003- 09-05, Final Report,
36 pp.).

The cost-benefit ratio for the IDA
TESTA network was found to be 1.8,
which means that the annual bene-
fits exceed annual costs by 80%. The
calculations that were performed
during the course of the analysis

found that the cost of operating the
centralized TESTA network with 
e-governmental services   amount is
to EUR 4.8 million, while generated
benefits were worth as much as EUR
8.6 million. Clearly the same price-
benefit ratio will be valid with re-
spect to the SSDCN in Lithuania.

Since 2000, the political initia-
tives of Lisbon strategy, eEurope
2005, i2010 and others has aimed at
turning Europe into one of the lead-
ing regions in the world, with a dy-
namic knowledge- based economy.
The IDABC programme has focused
on the same goals, including deve-
lopment of E-government services
for the business community, as well
as other services which are provided
to European citizens. 

The legal framework for the ID-
ABC is based on EU Regulation of
April 21, 2004, “Interoperable deliv-
ery of pan-European E-government
services to public administrations,
businesses and citizens (IDABC).
The aforementioned regulation of
the European Parliament and
Council also applies to Lithuania as
a new EU member state. The new
Lithuania’s SSDCN must have the
same characteristics as the as ID-
ABC TESTA network, because both
networks are to be certified for the
same level of information confiden-
tiality, and both will have to ensure
interoperability on equal terms for
the purpose of performing the EU’s
functions, tasks and programmes re-
lated to public administrations, busi-
nesses and citizens.

It is expected that between 2005
and 2009 the new IDABC pro-
gramme will be broadly used to pro-
vide e-government services to busi-
nesses and European citizens. The
programme is expected to be partic-
ularly important in terms of
strengthening public consciousness
about the European Community and
the processes therein which allow
European administrations, includ-
ing Lithuania’s public services to be-
come more responsible and respon-
sive to the daily needs of citizens.
The transparency of these opera-
tions is increasing, and the ongoing
aim is to benefit the people of
Europe. ❏


